Mise en place d’un VPN

1. Connectez-vous a l'interface web de pfSense
2. Allezdans System > Package Manager
3. Cliquez surl'onglet Available Packages
4. Recherchez "openvpn-client-export"

5. Cliquez sur Install puis confirmez

(| A Nonsecurise  192.168.1.35/pkg_mgr_install.php ab A Ty = :’ 9Cunve

P SEISETPRY-UPEIVI I GHEIEARUI L IS LGIEUUTT SULUESSIUINY LUITPIELEU.

Installed Packages Available Packages Package Installer
A N Y N % % % % % % % % % % % % % % % % % % % % % W WM W
[4/5] Installing 7-
[4/5] Extracting 7-zip-23.01: ..... . done
[5/5] Installing pfSense-pkg-openvpn-client-export-1.9.2...
[5/5] Extracting pfSense-pkg-openvpn-client-export-1.9.2: ......... done
Saving updated package information...
done.
Loading package configuration... done.
Configuring package components...
Loading package instructions...

Custom commands...
Executing custom php_install command()...done.

writing configuration... done.
>>> Cleaning up cache... done.
Success -
ra
System / Package Manager/ Installed Packages (2}
Installed Packages Available Packages

—
Installed Packages
Name Category  Version Description Actions

' openvpn-client-export security 192 Exports pre-configured OpenVPN Client configurations directly from pfSense software. ﬁt‘li

Package Dependencies:
6 openvpn-client-export-2.6.7 Qopenvpn—z.() 8.1 @ zip-3.0_1 @ 7-zip-23.01

&> = Update Vv = Current

ﬁ = Remove i = Information 3 = Reinstall

Package is configured but not (fully) installed or deprecated

L’installation est fini.



1. Allez dans System > Cert Manager
2. Onglet CAs

3. Cliquez sur Add

System / Certificate/ Authorities e

Authorities Certificates Revocation
—
Search term [ | Both v M ‘ ‘

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name InUse Actions

Remplissez les champs suivants :

Create / Edit CA

Descriptive name VEN-CA

The name of this entry as displayed in the GUI for reference.
This name can contain spaces but it cannot contain any of the following characters: 7, >, <, & /,\,","

Method Create an internal Certificate Authority v

Trust Store [ Add this Certificate Authority to the Operating System Trust Store
When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating system.

Randomize Serial () Use random serial numbers when signing certificates

When enabled, if this CA is capable of signing certificates then serial numbers for certificates signed by this CA will be
automatically randomized and checked for unigueness instead of using the sequential value from Next Certificate Serial.

Internal Certificate Authority

Key type RSA v

2048 v

The length to use when generating a new RSA key, in bits.
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid.

Digest Algorithm sha2?56 hd

The digest method used when the CA is signed.
The best practice is to use SHA256 or higher. Some services and platforms, such as the GUI web server and OpenVPN,
consider weaker digest algorithms invalid.

Lifetime (days) 3650
Commeon Name internal-ca

The following certificate authority subject components are optional and may be left blank.

Country Code ER v

Puis cliquer sur Save



1. Dans System > Cert Manager
2. Onglet Certificates

3. Cliquez sur Add/Sign
System / Certificates / Certificates 7]

Authorities  Certificates  Certificate Revocation

= e

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Name Issuer Distinguished Name In Use Actions
GUI default self- 0=pfSense GUI default Self-Signed Certificate, CN=pfSense- SEPECT
(693192167c1bb) signed 693192167c1bb o
Server Certificate )
Valid From: Thu, 04 Dec 2025 13:52:23 +0000
CA:No

Valid Until: Wed, 06 Jan 2027 13:52:23 +0000
Server. Yes

== Add/Sign

Configurez le certificat :

Internal Certificate

Certificate authority WPN-CA bl
Key type RSA hd

v

when generating a new
Length should not ba lowsr than

nsider the certificate invalid.

Digest Algorithm A

ces and platforms, such as the GUI web server and PN, consider weaker digest

he length of time the signed certificate will be valid. in days.
erver certificates should not have a lifatime ove

398 days or some platforms may consider the certificate invalid.

Commen Neme [ vpn.enzo local |

The following certificate subject camponents are optional and may be left blank.

Country Code | FR

v
State or Provinee | Gard
City Nimes
Organization | =5 iy Compz

Organizationsl Unit | 2.5 14, D

Certificate Attributes

Autribute Notes

The follawing attributes

= added to certificates and requests when they are created or signed. These attributes behave differently depending on the
selected mode.

For Internal Certificates, these attribut

certificate as shown,
Certificate Type i

far placing usage restrictions an, or granting abilties to, the signed certificate.

Alternative Names

Add SAN Row

Cliquer sur Save



1. Allezdans VPN »> OpenVPN
2. Onglet Servers

3. Cliquez sur Add

VPN / OpenVPN/ Servers w E @
Servers Clients Client Specific Overmrides Wizards Client Export
OpenVPN Servers

Interface Protocol / Port Tunnel Network Mode [ Crypto Description Actions

Configuration générale :

General Information

Description

tion of this VPN for administrative re

Disabled ) Disabie this server

Set this aption to disable this senver without remaving it from the fist.

Maode Configuration

Server mode Remate Arcess ( S5L/TLS + User Auth ) v

E A gl ocal Datebase &
authentication

L4

Devicemode | un - Layer3 Tunnel Modz v

tun’ mode carries [Pv4 and IPv (03] layer 3) 2nd is the mast commen and compatible mode acrose 2ll platforms.
tap’ mode is capable of carrying 802.3 (051 Layer 2)

Endpoint Configuration

Protocol | UDF on IPvd orly L

Interface WAN v

penV PN will receive client connections

The interface or Virtual IP address when

Localport | 4994

The port used by OpenVPN to ient connections

Cryptographic Settings

TLS Configuration Usea TLI Key

2 3 comman key before 2 peer can perform a TLS handshake

ithout the prope: tne peers fram atteck or

2ct on tunnel data.

Automatically generate & TLS Key.

Peer Certificate Authority VEN-CA v

Peer Certificate Mo Cartifioate Revocation Lists defined. One may be created here: Syztem = Cent. Manager
Revocation list

OCSP Check [ Check client certifizates with OCSP

Server certificate | \PH Serer-Cert (Sarver Yes, CA: VPNLA) v

Certificates known to be incompatibke with use for OpenVPH are notincluded in this list, such as certificates using inco



ULSFLNECK | LNBCK CIIENT Cemncates witn Ular

Server certificate VPN-Server-Cert (Sarver: Yes, CA: VPN-CA) v

Cartficates known to be incompatible with use for OpenVPN are natincluded in this list, such as certificates using incompatible ECDSA curves or
weak digest algorithms.

DH Parameter Length 2048 bit v

Diffie-Hellman (DH) parameter set used for key exchange. 0

ECOHCurve | UseDefautt hd

Data Encryption AES-128-CBC (128 bit key, 128 bit block)

Algorithms | 4ps.126.CFE1 (128 bit key, 128 bit block)

The Eliptic Curve to use for key exchange.
The curve from the server certificate is used by default when the server uses an ECDSA certificate. Otherwise, secp384r! is used as @ fallback

| [#ES256GCM .
AES128-CF (128 bitkey, 128 bit block) 0 AES128-GCM
CHACHAZO-POLY1305

AES-128-CFBS (128 bit key, 128 bit block)
AES-128-6CM (128 bit key, 128 bit block)
AES128-0FB (128 bit key, 128 bt block)

AES192-CBC (192 bit key, 128 bit block)

AES-192-CFB (192 bit key, 128 bit block)

AES-192-CFB1 {192 bit key, 128 bit block)
AES162-CFBE (192 bit key. 128 bit block)

Avilable Data Encryption Algerithms Allawed Data Encryption Algarithms. Click an algorithm name to remave
Click to add or remove an algarithm from the list it from the fist

- L4

The order of the selected Data Encryption Algorithms is respected by OpenVPN. This list is ignored in Shared Key mode. 0

Fallback Data Encryption AES-256-CBC (256 bit key, 128 bit block) A

Algorithm

The Faliback Data Encryption Algorithm used for data channel packets when communicating with clients that do not support data encryption algorithm
negotiation (e.g. Shared Key). This algorithm is automatically included in the Data Encryption Algorithms list

Auth digest algorithm SHAZ36 {236-bit) v

The algorithm used to authenticate data channel packets, and control channel packets if a TLS Key is present.
‘When an AEAD Encryption Algarithm mode is used, such as AES-GCM, this digest is used for the contral channel only, not the data channel
The server and all clients must have the same setting. While SHAT iz the default for OpenVPN, this algorithm is insecure.

Hardware Crypto Mo Hardware Crypto Acceleration v
Certificate Depth One (Client+Server) hd

'When a certificate-based client logs in, do not accept centificates below this depth. Useful for denying centificates made with intermediate CAs
generated from the same CA as the server,

Strict User-CN Matching () Enforce match

‘When authenticating users, enforce 8 match between the commen name of the client certificate and the usemame given atlogin.

Client Certificate Key B Enforoe key usage
Usage Validation  varify that only hosts with a cient certificate can connect (EKL: “TLS Web Client Authentication’).

Tunnel S

ng:

IPv4 Tunnel Network 10.8.0.0724

IPv4 Tunnel Network

IPv6 Tunnel Network

Redirect IPv4 Gateway

Redirect IPv6 Gateway

1Pv4 Local network(s)

IPv6 Local network(s)

Concurrent connections

Allow Compression

Push Compression

Type-of-Service

Inter-clit

This is the [Pv4 virtuzl netwark or netwark type alias with a single entry used for private communications between this server and client hosts

10.8.0.0/24

This is the IPvd virtusl network or netwark type alias with a single ntry used for private communications between this server and client hosts
expressed using CIDR notation (e.g. 10.0.8.0/24). The first usable address in the network will be assigned 1o the server virtual interface. The remaining
usable addresses will be assigned 1o connecting clients.

A tunnel network of /30 or smaller puts OpenVPN into a special peer-to-peer mode which cannat push settings to clients. This mode is not compatible
with several options, including Exit Notify, and Inactive.

This is the IPv6 virtusl network or netwark type alias with a single ntry used for private communications between this server and client hosts
axpressed using CIDR notation (e.g. feB0=/64). The -1 address in the natwork will be assignad ta the server virtual interface. The remaining addresses
will be assigned to connecting clients.

[ Force all client-generzted IPv4 traffic through the tunnel.

[ Force all client-generzted IPv6 traffic through the tunnel.

192.168.1.0/24

IPvd networks that will be accessible from the remote endpoint. Expressed as 3 comma-separated list of one or more CIDR ranges or host/network
type aliases. This may be left blank if not adding a route to the local netwaork through this tunnel an the remate machine. This is generally set 1o the
LAN network.

IPv networks that will be accessible from the remate endpoint. Expressed as 2 comma-separated list of one or mare IP/PREFIX or host/netwark type
aliases. This may be left blank if not adding a route to the local network through this tunnel on the remote machine. This is generally set to the LAN
network.

10

Specify the maximum number of clients sllowed to concurently connect to this server.

Refuse any non-stub compression (Most secure) v
Aliow compression to be used with this VPN instance.

Compression can potentially increase throughput but may allow an attacker to extract secrets if they can control compressed plaintext traversing the
VPN (e.g. HTTP). Before enabling compression, consult information about the VORACLE, CRIME, TIME. and BREACH attacks against TLS to decide if
the use case for this specific VPN is vulnerable to attack

Asymmetric compression allows an easier transition when connecting with older peers.

() Push the selected Compression setting to connecting clients.

) Setthe TOS IP header value of tunnel packets to match the encapsulated packet value.

@ Aliow jication between clients to this server

communication

Duplicate Connection

[ Allow multiple concument connections from the same user

When set, the same user may connect multiple times. When unset, 2 new connection from a user will disconnect the previous session.

Users are identified by their usemame ar certificate properties, depending on the VPN configurstion, This practice is discouraged security reasons, but
may be necessary in some environments.

Cliquez sur Save



1. Allez dans Firewall » Rules
2. Onglet WAN

3. Cliquez sur Add 1 (en haut)

Firewall / Rules / WAN ul E @

Floating WAN LAN OpenVFN

Rules (Drag to Change Orde:

States Protocol Source Port

Destination Port  Gateway Queve  Schedule Description
X o3Kke ¢ Reserved t * * '
Mot assigned by 1ANA

Actions

®

Block bogon networks e

Click the button to add

Configurez la regle :

Edit Firewall Rule
Action Pass

ose what
it: the differenc

Disabled [ Disakde this rule

Set this option to disable this ru

Interface WAN hd

Choose the interface from which packets must come to match this rule

Address Family v
the Internet Protacol version this rule zpplies to.
Protocol uoP v

Choose which IP protocol this rule should match,

Source [ Invert match An

e

-

Source Port Renge for & connection is typically random and aim
ault value, any

ost never equal o the ation part. In most cases this setting must remain at

Destination [ Invert match ViaN zddrass

PortRange | OpenVPN (11 v OpenVPN (1104) v
From Custom Ta Custom
Specify the ation part or port range for this rule. The To' field may be left empty

¢if only fittering = single port.
Extra Options

Log () Logpackets that are handled by this rule

Hint: the firewall has limited local log space. Donit turn on logging for everything. If deing 2
the Status: System Logs: Settings page).

lat of lagging, consider using 2 remate syslag server (see

Description

here for administrative reference. A maximum of 52 cha

215 will be used in the ruleset and display

o,

Advanced Options

Cliquer ensuite sur Save et Apply changes

eSS s 8
s e

Fioating WAN Lan QpenvFN

Rules (Drag 1o Change Order)

States Protocol Source Port Destination Port Gateway Queuve Schedule Description Actions
X oske « Reserved .. . . . Block bogon networks %
Not assigned by IANA
[T + WANaddress 1192 (OpentPN)  * none 1S O00mx

L Jo o —Jo—]o -]

Vous retrouver votre regle ici.



—

Onglet OpenVPN

2. Cliquez sur Add

Firewall / Rules / OpenVPN w5 @
Floating WAN LAN DpenVPN
Rules (Drag to Change Order)

o States Protocol Source Port Destination Port Gateway Queus Schedule Description Actions

ed. Click the button to add a new rule

1 =1 ] e J© ose] O o @ =

3. Configurezlaregle :

Action Paszs
Choose what to do with packets that match the criteria specified below

gject, @ packet (TCP RST ar

sle for UDP) is returned to the se

Hint: the differance
whereas with block the

Disabled [_) Disable this rule
Set thiz option to dizable this rule without remaoving it from the list.

W

Interface OpenVPN
Choose the interface from which packets must come to match this rule.

Address Family IPvd o
Select the Intemnet Protocol wersion this rule applies to.
Protocol Any '
Choose which IP protocal this rule should match.
Source [ Invert match Any ad Source Address i
Destination [ Invert match Any hd Destination Address b
Extra Options
Log [T Log packets that are handled by this rulz
rusing 2 remote syslog server (see

Hint: the firewsell has limited local log space. Don't turn on kogging for everything. If deing a lot of logging, conside:

the Status: Systemn Logs: Settings page).

Description | Allow VPN clients to access LAN
cription may be entered here for administrative reference. A maximum of 32 cha

o~

ters will be used in the ruleset and displayed in the firew

Cliquez sur Save puis Apply Changes

Vérification : Vous devriez avoir au minimum 2 regles (une sur WAN et une sur OpenVPN).

1. Allez dans System > User Manager



2. Onglet Users

3. Cliquez sur Add

System/ User Manager/ Users [7]
Users Groups Settings Authentication Servers

Username Full name Status Groups Actions

@ zdmin System Administrator v admins 7
.

4. Remplissez les informations :

Username wpnuserl

Password

Full neme VPN User 1
User's full name, fior administrative information only

Expiration date
ter the expiration date as MM/DDYYYY

count shouldn't expire, otherwise &

Leave blank if

Custom Settings ) Use individual customized GU| options and dashiboard lzyout for this user.
Group membership adminz e e
hd -

Mot member of Member of

B

Haold down CTRL (PC)/COMMAND {Mac) key to select multiple items

Certificate Click to create a user certificate

eate Certificate for User

Descriptive name vpnuserl-cert
Certificate authority VPN-CA w
Key type RSA w
w

ing & new REA key, in bits.
wer than 2048 or some platforms may consider the certificate in

Digest Algorithm
t method used when the certificate is signed
The best practice is to use an algorithm stronger than SHA1. Some platforms may consider

Lifetime 3650

Authorized S5H Keys

Enter authorized 55H keys for this user

Cliquez sur Save

1. Allezdans VPN - OpenVPN



2. Onglet Client Export

3. Configurez les options d'export :

OpenVPN / Client Export Utility

Sarver Client

Client Specific Overrides Wizards Client Export

OpenVPHN Server

Remote Access Server

Server UDP4:1194 w

Client Connection Behavior

Host Name Resolution

Werify Server CH

Block Outside DNS

Legacy Client

Silent Installer

Eind Mode

| Interface IP Address |

Automatic - Use verify-x309-name where possible L

rtificate Commaon Name {CN) when the client connects.

Optionally verify the serve

Block access to DNS servers except across OpenVPN while connected, forcing clients to use only VPN DNS servers.

R res Windows 10 and OpenVPN 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this way, other clients will ignore the option as they are
not affected.

Do not include OpenVPH 2.5 and later settings in the client configuration.

When using an older client (OpenVPN 2.4.x), check this optian to prevent the exporter from placing known-incompatible settings into the client

configuration

Create Windows installer for unattended deploy.

Create a silent Windows instal r unattended deploy; installer must be run with elevated permissions. Since this installer is not signed, you may

nesed special software to deploy it

Do not bind to the local port L

f Open ients may not run concurrently.

Certificate Export Options

PKCS#11 Certificate
Storage

Microsoft Certificate

Storage

Password Protect

Certificate

PECS5#12 Encryption
Pro Oolion

) Use PKCS#11 storage device (cryptographic token, HSM, smart card) instead of local files.

) Use Microzoft Certificate Storage instead of local files.

[l Use & password to protect the PKCS#12 file contents or key in Viscosity bundle.

High: AES-256 + SHA256 (pfiense Software, FreeBSD, Linux, Wind: W

5

ot the level o yption to use when exporting @8 PKC5#12 archive. Encryption suppart varies by Operating System and program

4. Descendezjusqu'a la liste des utilisateurs
5. Pour l'utilisateur vpnuser1, téléchargez :

e Archive: pour installation compléte
¢ Inline Configuration: fichier .ovpn unique (recommandé)
* Most Clients: pour OpenVPN GUI Windows



EXAMPLE: remote-random;

B save as default

Enter & search string or *nix regular expression to search.

OpenVPN Clients

User Certificate Name Export

vpnuser] wpnuserl-cert - Inline Configurations:
3]
- Bundled Configurations:
- Current Windaows Installers (2.6.7-1<001):
- Previous Windows Installers {2.5.9-1x601):
- Legacy Windows Installers (2.4.12-1x601):
-Viscosity (Mac 05 X and Windows):

Only OpenV/PMN-compatible user certificates are shown

If & client is missing from the list it is likely due to a CA mismatch between the OpenVPM server instance and the client certificate, the client certificete does not exist on this
firewall, or & user certificate is not associated with a user when local database authentication is enabled.

Clients using OpenS5L 3.0 may not work with older or weaker ciphers and hashes, such as SHA1, including when those were used to sign CA and certificate entries.

OpenVPN 2.4.8+ requires Windows 7 or later

Links to OpenVPN clients for various platferms:

Fichier obtenu : vpnuser1-UDP4-1194-config.ovpn (ou similaire)

Test de connexion VPN
Sur Windows :

1. Téléchargez et installez OpenVPN GUI depuis openvpn.net
2. Copiezlefichier .ovpn dans C:\Program Files\OpenVPN\config\
3. Lancez OpenVPN GUI (en tant qu'administrateur)

4. Clicdroitsurl'icéne > Connect

5. Entrezvos identifiants (vpnuser1 / mot de passe)


https://openvpn.net/community-downloads/

